
IT Security for small-medium businesses
A complete guide

What is the bare minimum security provision we’d recommend? How can staff work at 
home without compromising sensitive information? What does a good password look like? 
What is Cyber Essentials and why is it good for your organisation? We answer all of these 
questions and more in our handy guide.
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Why does security matter?
Information security is one of the most pressing challenges faced by business 
leaders today. With technology ingrained in nearly every aspect of modern life, it’s 
hard to keep track of the issues facing a growing business if there’s no plan. That’s 
where we want to help. We’ve put together this guide of differing levels of security 
measures businesses might want to put in place, from the bare minimum to the 
high-level to help you create strong defences against cyber threats. 

Create a strong password
The thing with security processes, is that they’re best reviewed regularly so that vulnerabilities can 
be highlighted and then fixed. The National Cyber Security Centre (NCSC) have done exactly this, nd 
they are now advising against that long-held tech belief that regularly forcing users to change their 
passwords increases security. 

Their reasoning is that changing passwords regularly doesn’t take into account ‘password overload’ 
for users. When the average UK user has 22 passwords they’re meant to remember, and these are 
often subject to password policies intending to make them harder to be guessed, the user is often 
led to  include easily accessible personal information (favourite football team, kids’ names, birthday 
dates etc) and create their own simplistic framework which follows the password requirements 
criteria, but makes every password similar. 

Having passwords changed regularly also means users are more likely to write them down, and we 
don’t need to tell you what a security risk writing your PC login password on a cheerfully coloured 
Post-It note stuck to the bottom of the monitor presents.

Another point the NCSC make, is from a business perspective, regularly changing passwords means 
they are more likely to be forgotten- this can cost businesses in a lot of time, and a loss of productivity 
from users locked out of accounts.W
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The bare minimum

Use a separate password for your email account
Ideally, we strongly encourage you to have a separate password for each account you use, 
and store them all securely in a password management tool - however at a basic level, gaining 
access to your email account often means hackers can gain access to other accounts which you 
use your email address to verify, so it’s important if there is a data breach on one of your other 
accounts, they can’t then use that same password to gain access to your email.

Invest in a good antivirus
We like to practice what we preach. We’re ESET partners, it’s the antivirus we recommend to all 
of our customers, and it’s what we use ourselves. It scores well against other antivirus providers 
on nearly all comparison tests, and is rated highly for ‘in-the-wild’ protection, which means 
it detects new threats which may have been mofified with the purpose of bypassing security 
software. Whichever anti-virus you use though it’s important to consider: 

 How often does it detect threats and how thorough is its method of detection?
 How easy is it to use? 
 How much does it affect the running of the rest of your computer?

Firewall, firewall, firewall
A firewall acts as a barrier between a trusted and untrusted network. A firewall can take the 
form of a piece of software (Windows operating systems come with a built-in firewall which 
is switched on by default) but can also be a bit of hardware such as a router. If you work in an 
office environment with more than one computer, it’s advisable to have a hardware firewall to 
protect the network as a whole, but also have firewalls switched on on every machine to help 
protect against the spread of a virus if it does gain access to your network.

Separate WiFi
If people visit your organisations and need to use your WiFi to connect their own devices - 
maybe someone is attending a meeting, or a customer wants to show you something they’ve 
found online on their phone or tablet, it’s advisable that you have a separate WiFi login for 
them. This protects your network against being compromised if their device has a virus due to 
their security settings and practices not being as robust as yours.

Keep on top of your updates
We mention this a lot, but selecting ‘remind me tomorrow’ every time you are prompted to 
install updates for a prolonged period of time, is leaving you open to a serious security breach. 
Often within software updates, there are security ‘patches’, which means the software provider 
has been made aware of some potential vulnerabilities in their product and the only way they 
can fix it for every one of their end users is by providing an update. By not actioning updates, 
you are leaving your network vulnerable to threats whio may gain access via the security flaw 
which has not yet been fixed.



page|04 www.prodigyitsolutions.com

We recommend...

Encryption
Encryption sounds like it might be something at the disposal of an MI5 agent, but it’s a useful 
tool for everyone when it comes to protecting data. Encryption is a way of encoding information 
in such a way, that only people who are authorised can access data and those who aren’t cannot. 
There are lots of different ways to encrypt things, and you can encrypt your machine, server, 
specific documents, and even emails. If your laptop was stolen, for example, and it had sensitive 
information stored on it, if the machine was encrypted the person stealing it would not be able to 
access the information without the encryption key.

Internet Filtering
The term internet filtering normally conjures an image of blocking social media or other sites 
which have a tendency to hamper productivity. Whilst this can be done, internet filtering is also 
a way to flag up sites which may be compromised by a virus. Sometimes these sites can be 
legitimate sites which have been subject to an attack themselves. This once happened to AA, 
whose site contracted a virus, which led to customers downloading harmful content to their own 
devices. Internet filtering guards against this, as it checks the websites you and your colleagues 
visit in real time, so it will even let you know if a legitimate site which you use all the time could be 
harmful if it detects malicious content.

Advanced Email Security
Whilst some emails are easy to recognise as phishing scames (attempts to get you to click on a link 
and give information - usually financial details) others aren’t so easy, and cyber criminals have got 
really good at making harmful emails and attachments look legitimate. This can cause worry for 
business owners as even with a large amount of training, there is still the potential for colleagues 
to fall victim to an attempt at gaining access to your whole system which could cost your business 
time and money. Although no protection can claim to be 100% effective, Prodigy Advanced Email 
Security makes sure attachments are safe before they reach your inbox and checks links in real-
time, vastly reducing the capacity for human error.

Two Factor Authentication
This is a way of verifying that you’re you when you log into something. This can take different 
forms, but usually you’ll have to enter a username and password followed by a pin sent to another 
device. In the event of a brute force attack (where the hacker has your username and uses software 
to guess your password) it’s much harder for them to gain access if they need a third piece of 
information.
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High Security
These are things which might not be necessary to think about for every small-medium 
sized business, but we do think they’re important to consider if your business relies on the 
handling and sharing of personal data, especially after the introduction of the General Data 
Protection Regulations (GDPR).

Print Cards
People are often surprised when we mention print cards, because printing is such an automatic 
part of daily working life. Does your accounts department print invoices? Do you need to print a 
copy of a confidential resignation letter? Between sending these documents to print and collecting 
them from the printer, your phone could have rung, a coworker could have stopped for a chat etc 
etc. This gives anyone else in the office an opportunity to read the confidential documents you 
have printed, fresh from the printer tray. With a printer card, you press print, but your documents 
are only printed once you’re stood at the printer, thus avoiding unwanted eyes. 

Screen timeout
This one is on a similar principle to the idea of print cards. When you leave your computer, the 
chances are that you have programmes and documents open that you wouldn’t want someone 
else to view or tamper with. Even if someone just wanted to play a prank and send a daft email to 
a colleague from your account. You can set a timer on the screen so it automatically locks when 
the user has been inactive for a few minutes, but there are also other more technical solutions 
which allow the screen to turn off as soon as you leave your workstation.

Control the sharing of data
There are ways to have a greater level of control when it comes to access to and the sharing of 
data by categorising documents and placing restrictions on those categories.
For example, you might have some spreadsheets that include confidential data which certain 
colleagues need to be able to see, but that you don’t want them printing or emailing that to 
anyone else. You could create a ‘restricted data’ category with restrictions around emailing and 
printing so every time you send that document, you know that the people you are sending it to are 
unable to share it. You might immediately think ‘my colleagues wouldn’t do that maliciously!’ and 
we’re not suggesting that they would, but it’s easy to print something out and leave it lying around 
without even thinking.
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Cyber Essentials is a Government-backed, industry supported scheme to help 
organisations protect themselves against online threats. There are lots of benefits 
to becoming Cyber Essentials certified. With the introduction of GDPR in May 2018, 
whether your organisation is B2C or B2B, being certified will reassure your customers 
that you’re working to protect their data by securing your IT against cyber threats.

Once certified, you can use the Cyber Essentials logo on your email signatures, promotional materials, 
website, and letter heads, like a stamp of trust for your customers that you will handle their data, and in the 
case of B2B potentially their cutstomers’ data in accordance with data protection regulations. 

The Cyber Essentials scheme itself covers five security controls which could prevent ‘around 80% of cyber 
attacks’ according to the Government:

• Secure configuration By identifying systems and databases which are no longer needed, you can 
reduce the points of vulnerability.

• Boundary firewalls and internet gateways Gives you contol over external threats
• Access control and administrative privilege management Reduce the risk of staff installing 

software that may pose a threat to your network
• Patch management Keeping on top of updates ensures up-to-date security fixes
• Malware protection Implement obvious security advantages, as well as the time and cost savings 

made by avoiding unnecessary downtime. 

Cyber Essentials



Would you like to know more about 
implementing security measures, or 
becoming Cyber Essentials certified?

We can help.

www.prodigyitsolutions.com

info@prodigyitsolutions.com

01258 442 888
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DT11 8PT


