
Disaster Recovery & Backups
A complete guide for Small to medium-sized businesses

What’s the difference between a backup, and a disaster recovery plan? Is the cloud safe to 
store my data? Why does my business need a disaster recovery plan if we have our data 
backed up? We answer all of these questions and more in our helpful guide.
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What’s the difference between 
disaster recovery and backups?
Backups
Keeping a backup means keeping a copy of your data stored separately to your system 
so that in the event something happens, you’ve still got all your important data. Being a 
set of data, what a backup doesn’t do, is give you a plan of action in the event of an issue 
which sees your system compromised, and that’s where Disaster Recovery comes in. 

Disaster Recovery
Your computer system is a lot more than just the data you use. It’s the setup as well as the 
software you and your staff use with different teams often using different software suited 
to their roles. Having data backed up is a great first step, but you need a plan to make 
sure that your systems can be up and running again as soon as possible after an issue. 

Traditional backup Disaster recovery
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Why you need a backup & 
disaster recovery plan

Guards against natural disasters
Flood, fire, storm, blizzard, earthquake - the list goes on. Although it can’t prevent natural 
disasters from occurring, having your data backed up offsite, and a plan to restore it along 
with the rest of your business-critical systems, means that your data will be protected and your 
company won’t be compromised by lengthy downtime.

Keeps data safe
Not only your business data, but any data you hold on your clients as well. By having a disaster 
recovery plan, you know that all of this information is properly looked after according to GDPR 
rules. Should an unforseen system breach arise, you don’t need to worry about your brand 
reputation being damaged or hefty fines.

Protects against human error
The reality is, the most likely way data becomes compromised is due to people making mistakes 
like clicking links in a phishing email, or opening virus attachments. These kind of errors can be 
limited by giving staff plenty of training, but investing in backup and disaster recovery solutions 
is crucial.

Reduces impact of cyber attacks
It’s a myth that only big corporations are targets for cyber criminals, they are focussing more and 
more on smaller businesses which are less likely to have the proper protections in place. Having 
a disaster recovery plan can limit the effects of an attack, preventing downtime and data loss.

Mechanical failure
Sometimes, hardware and systems fail. No solution is 100% fault-proof! Having a backup and 
disaster recovery plan makes sure your system is NOT only as good as the hardware. It’s one step 
ahead.

Covers theft
If someone were to break in and steal important data-holding drives, an offsite backup could 
mean the difference between being up and running again in a short amount of time and losing 
that data forever.
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Creating a disaster recovery plan

Before putting together a plan, there are a few questions you may want to consider:

1. How would your business cope if your servers came to harm?

2. What is the critical information you need to keep safe, e.g. data, operating
systems, business critical software, passwords, and customer database.

3. Do you already have any backups in place for the above essentials? Where are
they and when were they last tested?

4. If something were to happen to the office, maybe weather or road blockages
restricting access, could your team work from home? Do you have any infrastructure
to support this?

5. How long would it currently take to get your business networks and systems back
online after a disaster?

6. Is there a written plan, and do you have key staff members or a third party who
will implement it in the event of an emergency?

7. How is your data protected, and how is it recoverable?



For most small businesses, cost is a big factor. Your recovery plan needs to be kind 
to your budget whilst also covering everything it needs to, in order to get your 
systems up and running as quickly as possible in the case of a disaster. 

There are two main elements your plan needs to include:

1. Essential data should be backed up offsite, and checked frequently. The reason
at least one backup should be offsite, is that if there is a physical disaster in the
office (fire, flood, theft etc) then at least there is a copy of data which is kept safe
separately.

2. There needs to be a way to quickly implement a system which is equivalent
to the system which failed. It’s imperative that it can run your business-critical
software, and have the most recent version of your backed up data.

Documenting your plan
Once you’re happy that you have covered all bases in creating your plan, making sure it’s written 
down and all members of staff are aware of the process is really important. That way, in the event 
of an emergency everyone knows where they stand and what needs to happen.

Everyone knowing what needs to happen and which third parties need to be notified, is a 
fundamental factor in reducing downtime. If the plan is carried out efficiently and as it is laid out, 
your systems will be up-and-running much sooner than if a major issue causes disorganised chaos 
and miscommunication.

page|05 www.prodigyitsolutions.com



page|06 www.prodigyitsolutions.com

Whilst it’s important to make sure that the technology is working and up-to-scratch, 
the way the plan is carried out is crucial to its success.

• Someone should be responsible
A member of staff should be responsible for notifying the appropriate people
when there is downtime, including the people who maintain the server and the
boss. They should then keep everyone affected as up-to-date as possible so that
they know what to expect.

• Passwords
Important system passwords should be kept secure, but where more than one
person can access them. Securing them on a secure, independent password
keeping site is one option, keeping them in a lockable fireproof box with multiple
keys is another.

• Outsourcing
It might not be financially viable for small businesses to have their own IT
manager or designated IT person. Hiring a managed services company can be a
cost-effective way to get all of the resources and expertise you need, without the
associated staff cost.

Implementing the plan

The crucial human element



Would you like a backup and disaster 
recovery plan to benefit your business?

We can help.

www.prodigyitsolutions.com

info@prodigyitsolutions.com

01258 442 888
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